
Goring Heath Parish Council
IT and Email Acceptable Use Policy
1. Introduction
Goring Heath Parish Council (“the Council”) recognises that information technology (IT) and email systems are essential to the effective operation of its services and governance.
The Council is committed to ensuring that its IT systems are used in a secure, lawful, and appropriate manner, in accordance with relevant legislation and guidance, including:
· The Data Protection Act 2018
· UK General Data Protection Regulation (UK GDPR)
· Freedom of Information Act 2000
This policy sets out the standards expected of all users.

2. Scope
This policy applies to all councillors, employees, contractors, and volunteers who have access to Council IT systems, including:
· Computers and mobile devices
· Email accounts
· Internet and network access
· Cloud-based systems and storage
It applies whether access is from Council premises, home, or other remote locations.

3. Principles of Use
Council IT resources are provided to support official Council business.
All users must:
· Use IT systems responsibly and professionally
· Act in the best interests of the Council
· Ensure public confidence in the Council is maintained
· Comply with all relevant legal and regulatory requirements
Limited personal use is permitted where it is reasonable, does not interfere with Council duties, and complies with this policy.

4. Acceptable Use
Users must not:
· Access, store, or distribute material that is unlawful, offensive, or inappropriate
· Use Council systems for personal financial gain or political purposes unrelated to Council duties
· Undertake any activity that could bring the Council into disrepute
· Interfere with or misuse IT systems or security controls

5. Equipment and Software
· Council-issued equipment must be used for Council business.
· Users must not install unauthorised software or applications.
· All equipment must be maintained securely and updated as required.
Use of personal devices for Council business must be authorised and comply with Council security requirements.

6. Data Protection and Information Security
All users have a responsibility to protect Council information.
Users must:
· Process personal data in accordance with UK GDPR principles
· Only access information necessary for their role
· Store information securely using approved systems
· Avoid transferring Council data to personal or unsecured systems
Confidential or sensitive information must be handled with particular care.

7. Email Use
Council email accounts are an official communication channel and may be subject to disclosure under Freedom of Information legislation.
Users must:
· Ensure emails are clear, professional, and appropriate
· Take care when sending sensitive or confidential information
· Verify recipients before sending emails
· Be vigilant against phishing and fraudulent communications
Council business must not be conducted using personal email accounts.

8. Passwords and Access Control
Users are responsible for safeguarding their login credentials.
Requirements include:
· Use of strong, unique passwords
· Non-disclosure of passwords to others
· Use of multi-factor authentication where available
· Locking devices when unattended

9. Remote and Mobile Working
Users working remotely must ensure that:
· Devices are secure and protected from unauthorised access
· Council information is not visible or accessible to others
· Public or unsecured networks are avoided or used with appropriate safeguards
Any loss or theft of equipment must be reported immediately.

10. Monitoring
The Council reserves the right to monitor the use of its IT systems, including email and internet usage, where necessary to:
· Ensure compliance with this policy
· Protect system security
· Investigate potential misconduct
Monitoring will be conducted in accordance with legal requirements and good practice.

11. Records Management and Retention
Emails and electronic records are Council records and must be managed accordingly.
Users must:
· Retain records in line with the Council’s retention schedule
· Ensure important records are stored appropriately
· Delete information that is no longer required

12. Security Incidents and Data Breaches
All users must report suspected or actual incidents immediately, including:
· Data breaches
· Phishing emails
· Loss of devices
· Unauthorised access
Reports should be made to:
Peter Burdon (IT Contact)
Failure to report incidents promptly may increase risk and potential liability.

13. Training
The Council will provide appropriate training and guidance to support users in:
· Information governance
· Cybersecurity awareness
· Safe use of IT systems
Users are expected to engage with training and apply good practice.

14. Compliance and Breach of Policy
Failure to comply with this policy may result in:
· Withdrawal of IT access
· Disciplinary action
· Referral to appropriate authorities where required

15. Review
This policy will be reviewed annually by the Council to ensure it remains effective and compliant with current legislation and guidance.

16. Contact
For IT support or advice, contact:
Peter Burdon

Declaration
I confirm that I have read and understood this policy and agree to comply with its requirements.
Name: ________________________________
Signature: _____________________________
Role: _________________________________
Date: _________________________________


